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Ethics and Sustainability in Cloud 
Computing (Why This Matters)
● Cloud decisions carry ethical, social, and environmental impacts—not just technical 

ones  

● Providers shape access to critical digital infrastructure (a power and trust issue)  

● Sustainability is increasingly economic and regulatory, not optional  

● These factors influence long-term cloud strategy and governance  

2



Roadmap + Learning Objectives
● Identify the major ethical risk categories in cloud adoption

● Explain why “ownership of data” ≠ “control of data”

● Connect privacy, residency, and accountability to real cloud architectures

● Use practical questions to evaluate cloud choices beyond cost/performance

3
3



Why Ethics Matters in the Cloud
● Cloud providers mediate access to infrastructure that organizations depend on  

● Ethical impacts scale with adoption: one platform decision can affect many users  

● Many risks stay invisible until a failure, breach, or abuse occurs  

● Ethical design is about preventing harm, not just reacting to incidents
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Ethical “Blind Spots” in Cloud 
(What People Miss)
● You don’t see internal operations; you see outcomes (availability, incidents, 

audits)  

● Responsibility becomes distributed across provider + customer + partners

● Trade-offs get buried in defaults (regions, logging, retention, access controls)

● “It works” can still be unethical (over-collection, opaque analytics, coercive 
lock-in)
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Data Custody and Control: 
The Core Question
● Customers own the data, but providers operate the infrastructure  

● Replication and backups complicate “where the data is” and “who can access it”  

● Legal responsibility and ethical responsibility can diverge  

● Practical takeaway: clarify custody, access paths, and deletion guarantees
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Data Lifecycle: Where Control 
Gets Lost
● Ingestion: what’s collected, from whom, and with what consent?

● Storage: primary location vs replicas vs backups vs archives

● Processing: who/what systems can read it (apps, admins, vendors)?

● Retention: how long is it kept, and why?

● Deletion: “delete” vs “irrecoverable deletion” across copies
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Transparency and Accountability
● Many cloud systems are opaque to customers  

● Limited visibility into internal operations; reliance on provider reporting and 
audits  

● Accountability becomes complicated when something goes wrong  

● Practical question: “What evidence would we need after an incident?”
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Operational Accountability: 
What You Need in Advance
● Define incident expectations: timelines, communications, and escalation paths

● Require audit artifacts (SOC reports, ISO certifications, penetration test summaries)

● Ensure log access and retention meet your investigation requirements

● Establish metrics and SLOs that map to business risk (not just uptime)

9



Concentration of Provider Power
● A small number of providers dominate global markets  

● Creates systemic risk and dependency  

● Pricing power and influence become strategic concerns  

● Vendor lock-in is both technical and ethical  
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Vendor Lock-In: A Practical Ethics Lens
● Who benefits when switching becomes expensive or risky?

● Lock-in vectors: data gravity, proprietary services, identity coupling, contracts

● Ethics angle: dependency can reduce autonomy and bargaining power

● Mitigations: portability planning, exit tests, contractual protections, modular 
architecture  
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Privacy in Cloud Computing
● Cloud centralizes large volumes of sensitive data  

● Privacy depends on architecture and configuration—not “cloud vs not-cloud”  

● Breaches can affect many users simultaneously; privacy failures scale fast  

● Key idea: privacy is engineered via minimization + access control + monitoring
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Privacy by Design: What It Looks Like
● Data minimization: collect only what’s necessary

● Purpose limitation: restrict use to what users agreed to

● Access boundaries: roles, least privilege, separation of duties

● Observability: detect unusual access patterns and exfiltration

● Default-safe retention and deletion (avoid “keep everything forever”)
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Data Residency and Jurisdiction
● Data may be stored or processed across borders  

● Laws vary by country/region; regulations (e.g., GDPR) impose requirements  

● Organizations must know where their data lives  

● Residency isn’t just storage location: replication, support access, and processing matter
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Security as an Ethical Requirement

● Failures often harm users first (privacy loss, access disruption, financial impact)

● In cloud, many breaches come from configuration and identity mistakes  

● Ethical framing: prevent foreseeable harm through disciplined controls

● Security work shifts “up the stack”: fewer physical controls, more policy controls
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Encryption: What It Protects (and What It 
Doesn’t)
● Protects data at rest and in transit  

● Doesn’t automatically prevent misuse by authorized identities

● Key management matters: who controls keys, rotation, backups, recovery

● Common decisions: provider-managed keys vs customer-managed keys vs 
HSMs
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Identity and Access Management 
(IAM): The Real Perimeter
● IAM controls who can do what  

● Misconfiguration is a leading cause of breaches  

● Shared responsibility: provider supplies controls; customer must configure correctly  

● Practical focus: least privilege, role-based access, and strong authentication
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IAM Guardrails That Prevent 
Common Failures
● Default-deny posture + explicit grants for production resources

● MFA everywhere; break-glass accounts with monitoring and approvals

● Short-lived credentials; avoid long-lived access keys

● Separation of duties (e.g., deployers vs approvers; data readers vs admins)

● Continuous review: access recertification, anomaly detection, and audit trails
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Environmental Impact of the 
Cloud
● Data centers consume large electricity; cooling and redundancy increase demand  

● Carbon impact depends on local energy sources  

● Efficiency gains do not eliminate total impact (rebound effect)  

● Ethical angle: optimization isn’t only cost-saving—it’s impact reduction
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Where Cloud Waste Comes 
From
● Always-on compute for idle services and dev/test environments

● Overprovisioned instance sizes and high availability everywhere “by habit”

● Excessive data retention, duplicated datasets, and unnecessary replication

● Inefficient architectures (chatty services, heavy polling, unbounded logging)
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Sustainability and Reporting
● Providers publish sustainability and emissions reports  

● Metrics can be hard to compare across vendors  

● Customers often inherit provider carbon profiles  

● Sustainability is becoming a procurement criterion  
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Making Sustainability Measurable 
(For Procurement + Engineering)
● Decide what you measure: energy, carbon, usage efficiency, lifecycle impacts

● Normalize reporting: consistent scopes, time windows, and service boundaries

● Require transparency: region-level signals, methodology clarity, third-party assurance

● Translate into decisions: approved regions/services, design constraints, and targets
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Designing for Ethical and Sustainable Use
● Use elastic scaling to avoid waste  

● Prefer managed services with higher utilization  

● Apply data lifecycle and retention policies  

● Architectural choices affect energy use  
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Concrete “Green Architecture” Patterns
● Autoscaling + scale-to-zero for non-critical and batch workloads

● Right-sizing and continuous optimization (scheduled shutdowns for dev/test)

● Storage tiering and retention limits; minimize cross-region duplication

● Event-driven designs to reduce polling and always-on infrastructure

● Observability budgets: log/metric sampling where appropriate (without 
losing safety)
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Reducing Risk Through Strategy
● Avoid unnecessary vendor lock-in  

● Use multi-region or multi-cloud selectively  

● Establish clear exit and migration plans  

● Align technical choices with organizational values  
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Exit Planning: What “Good” Looks Like
● Know your portability blockers (data formats, proprietary services, identity 

coupling)

● Regular “exit drills”: can you export data, redeploy, and restore operations?

● Contractual levers: notice periods, data return/deletion commitments, audit 
rights

● Scope multi-cloud: only where it reduces risk more than it adds complexity
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Accountability and Governance
● Ethics requires organizational ownership (not just technical controls)  

● Policies, audits, and oversight matter  

● Technical controls are necessary but not sufficient  

● Cloud adoption is a governance decision, not just a technical one  
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Wrap-Up: Ethics + Sustainability 
Decision Framework
● Step 1: Identify stakeholders and harms (users, customers, society, environment)

● Step 2: Map responsibilities (provider vs customer vs partners) and evidence needed

● Step 3: Set non-negotiables (privacy, residency, access controls, reporting)

● Step 4: Build guardrails (IAM baselines, logging, retention, cost/carbon controls)

● Step 5: Governance loop: audit, review, and continuously improve  
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